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Children’s Digital Lives

The internet is increasingly becoming 

a part of children’s lives.

 The latest research from Ofcom 

(2024) estimates that 84% of 3 -  to 4 -

year - olds in the UK are going online.

 The proportion rises to 100% for 

children aged 12 - years - old and over. 

Although the online world can 

provide a wealth of benefits to 

children and young people, it can also 

pose the risk of online harm or abuse. 



Why E - Safety Matters: UK Statistics

•  19% of children, aged 10 - 15 - years - old, exchanged messages with 

someone online who they never met offline in the last year

• Over 9,000 child sexual abuse offences involved an online element 

in 2022/23 

• Around a sixth of people that experienced online harassment 

offences were under 18 - years - old

• Under 18 - year - olds were the subject of around a quarter of 

reported offences of online blackmail in England, Wales and 

Northern Ireland



Age - inappropriate content
 (Violence or Disturbing Videos) 
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Cyber - Bullying & Unkind Behaviour

Strangers and Online Communication

Privacy & Personal Data Sharing

Excessive Screen Time

Common Online Risks



Social Media



Social media is deeply embedded in the 

lives of many children and young 

people, offering spaces to connect, 

create, and explore.

However, these platforms can expose 

them to experiences that are difficult 

to manage without support. 

Understanding the specific risks is 

essential for helping children navigate 

these environments safely and 

confidently.

•  Unwanted contact: Children may encounter people online they 

don’t know, and not all interactions are safe. Unsolicited messages, 

friend requests, or group invites can lead to uncomfortable or even 

dangerous situations.

• Exposure to inappropriate content: Children can be exposed to 

harmful material through group chats, disappearing messages, and 

peer pressure. Social media algorithms can also add to this risk by 

suggesting content based on what users engage with.

• Distorted body image and unrealistic standards:  Filters, editing 

tools, and curated posts often present an idealised version of 

reality. This can lead children to compare themselves unfairly, 

which can affect their self - esteem and body image.

• The pressure of likes and comments : Online engagement –  likes, 

shares, and comments –  can feel like a measure of self - worth. 

Children may feel defined by their popularity online, leading to 

anxiety and a need for validation.

Risks of Social Media



Age Restrictions

Most social media platforms require users to be at least 13 years 

old. This doesn’t mean that as soon as your child is 13, they will be 

ready. Every child is different. Think about their age, maturity and 

emotional development before they join social media.



Review safety, wellbeing and privacy settings 

Check age ratings and platform features

Talk openly about social media

Encourage safe and thoughtful sharing

Support positive online experiences 

NSPCC Social Media Guidelines 





Online Gaming



Being Bullied

Children can be bullied for not playing a 

specific game, or  have FOMO. They may 

be deliberately excluded from a game by 

their friends, or  criticised for how they play. 

Other players may swear or use abusive 

language over voice chat, and this can be 

upsetting for your child.

Risks of Online Gaming



Trolling, Griefing and Scams

Griefers are gamers who deliberately try to ruin 

the game for other players. This can also be called 

trolling. Players may also try to trick or scam 

young people into giving up 'skins' or other in -

game items by offering them money or by 

hacking their account. Skins are a cosmetic 

feature that let players personalise their character 

and in - game items, they can be extremely rare 

and valuable so losing them can be upsetting for a 

child.

Risks of Online Gaming



In Game Purchases

Some games cost money to download, or players 

need to buy credits or items so they can keep 

playing. Many free games are designed to make 

the player want to continue but need payments to 

make this possible, which can be very frustrating. 

We suggest not storing payment card details on 

devices or in apps, to prevent charges building up.

Risks of Online Gaming



Talking to People they don’t know: 

Some games are designed to be played in teams or against 

other people, and sometimes players can be based in different 

locations. Young people can easily play with people they don’t 

know and haven’t met, communicating using voice, video or 

text chat.

Young people can also use other platforms, like Discord and 

Reddit, to learn tips about the games they play and speak to 

other players with similar interests. Many popular games have 

official channels with thousands of members. This puts young 

people at risk of grooming or online forms of abuse, along with 

the risk of moving the conversation to other platforms or 

meeting up offline. You should be aware of this across all online 

activity. 

Risks of Online Gaming



Check the game’s content
Most games have an age rating based on their themes and those with violent and sexual content will 

have a higher rating. Ratings don't include communication features, so a game with a low age rating may 

let children speak to people they don't know.

If you’re not a gamer, all the 

devices, the features, the 

interconnectivity with 

other games and apps can 

quickly become 

overwhelming so here are 

some helpful tips to help 

keep children safe while 

gaming online.

NSPCC Online Gaming Advice for 

Parents

Change Settings
Some games let players turn off communications features, mute voice chat and report other players who behave 

inappropriately. All major games consoles have settings that prevent children from finding inappropriate games. 

You can set limits on how long a young person can play and prevent them from speaking to unknown players.

Talk to your child regularly
Talk to your child about staying safe online, take an interest in the games they're playing and see if you 

can play them together and agree which ones are appropriate.

Make a Family Agreement
Consider creating a Family Agreement to establish some rules, which would include screen time or 

game - playing time.

https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-games/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-games/




Parental Controls



What are Parental controls

Parental controls allow you to block and filter upsetting or 

inappropriate content. They work across your WiFi , phone network, 

individual apps and devices.

Parental controls can help you to:

• plan what time of day your child can go online and how long for

• create content filters to block apps that may have inappropriate 

content

• manage the content different family members can see.



Home Broadband & Wifi
Home internet providers offer many different parental controls for your 

family, such as:  content filters, access timers etc.

Parental Controls -  Guides

Games Consoles
Most games consoles have internet access, which means your child can go 

online and chat with other players or make in - game purchases. On many 

consoles there are parental controls which allow you to manage which 

features are available to your child. 

Mobiles, tablets & computers
All mobiles, tablets and computers have parental control settings, which 

can differ between devices, these include:

• allowing or disallowing in - game or in - app purchases

• settings such as location settings and what information your child is 

sharing

• wellbeing settings to help with limiting screen time.

https://www.nspcc.org.uk/keeping-children-safe/online-safety/parental-controls/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/parental-controls/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/parental-controls/


Whilst parental controls are a helpful tool 

there are limitations. So  they shouldn’t be 

seen as a whole solution. Even if you’ve put 

things in place on your home broadband and 

your child’s device, they won’t help if your 

child connects to a different WiFi with no 

controls in place.

Parental controls are just part of the way 

you can help keep your child safe online.

Parental Controls 

More top tips include:

Talking to your child. Explain why you are setting parental 

controls; to keep them safe. But also let them know that they can 

talk to you to discuss why certain settings are in place.

Set good, strong passwords where you are able. On some 

parental controls you can set a password which prevents settings 

and features from being changed.

Age is a significant factor; as children get older, restrictions and 

controls you use will change, but only at a pace that is 

appropriate for your child, not pressure from your child “because 

everyone else is allowed”.

Content filters are never 100% effective, it is likely at some point 

that your child will see inappropriate or upsetting content  and it 

is important that you are able to talk to them about this



Where to get more support

There are lots of places where you can go to get 

more support and information about keeping 

your child safe in an increasingly online world.

Links to useful websites:

The National Online College

UK Safer Internet Centre

NSPCC

CEOP (Think U Know) 

https://nationalcollege.com/library?sortBy=highest-rated&phase=2&types%5B0%5D=App%5CModels%5CResource&amount=24&selectedView=grid
https://saferinternet.org.uk/guide-and-resource/parents-and-carers
https://www.nspcc.org.uk/keeping-children-safe/online-safety/
https://www.ceopeducation.co.uk/parents


Any Questions?
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